EU CYBERSECURITY ACT

THE LATEST EU’S LEGISLATION TO ADVANCE CYBERSECURITY ACROSS EUROPE

THE EU CYBERSECURITY ACT AT A GLANCE
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A EUROPEAN CERTIFICATION FRAMEWORK
FOR ICT PRODUCTS, SERVICES & PROCESSES

Enhancing trust & cybersecurity in the EU Digital Single Market
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European cybersecurity certification framework: key elements
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The lifecycle of a European cybersecurity certification scheme

! The Stakeholder Cybersecurity Certification Group advises \.
Commission on strategic priorities and Union Rolling 1
Work Programme on Certification !
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STEP 01 STEP 03 STEP 05

The European Union ENISA prepares The European
Rolling Work Programme candidate scheme Commission adopts
on Cybersecurity Candidate Scheme

Certification

STEP 02

The European
Commission requests
ENISA to prepare
Candidate Scheme

ENISA consults Industry,
Standardisation Bodies,
other stakeholders

ENISA Ad hoc Working 9 :
Group for each scheme 1

The European Cybersecurity Certification Group
a (EU Member States) advises ENISA and may propose

the preparation of a candidate scheme to ENISA
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J enisa UNDER THE EU CYBERSECURITY ACT
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8 % CYBERSECURITY CAPACITY BUILDING
Contributing to the improvement of the EU’s and national
public authorities’ cybersecurity capabilities and expertise.

OPERATIONAL COOPERATION & CRISIS MANAGEMENT

Strengthening the existing EU’s preventive operational capabilities (e.g. by organising f %
pan-european cybersecurity exercises) and supporting EU’s cybersecurity operational

cooperation by acting as the secretariat of the EU’s Computer Security Incident Response

teams (CSIRTs) Network established under the NIS Directive.

COORDINATED VULNERABILITY DISCLOSURE
Assisting EU Member States and EU institutions, agencies and bodies in improving reporting of cybersecurity flaws
as well as supporting the cooperation and exchange of information between key European cybersecurity players.

MARKET RELATED TASKS CYBERSECURITY STANDARDISATION & CERTIFICATION p—
Supporting the EU’s policy development in the ICT cybersecurity standardisation E
and certification areas by analysing trends in the cybersecurity market as well as executing —
the tasks defined under the EU Cybersecurity Act.
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Contributing to the implementation and advancement

{C:j?} POLICY DEVELOPMENT & IMPLEMENTATION
of the EU’s cybersecurity policy.
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